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Cybersecurity Myths in OT

“Why we do not need cybersecurity…”



Common Cyber Myths

• We don’t connect to the Internet

• Hackers don’t understand control systems

• Cyber security only costs money



We don’t connect to the internet

“Our systems are behind an expensive firewall…”

“Our systems are air-gapped…”
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http://www.selinc.com/sel-487b.htm
http://www1.jp.dell.com/content/products/compare.aspx?c=jp&id=latit_d&l=jp&s=soho


https://shodan.io



Hackers Don’t Understand OT Systems

“It is complicated and very specialized…”





University of YouTube

• OT is using more COTS technology

• Cyber crime is a business model
• OT uses legacy hard- and software
• OT thinks they do not need cyber security
• Loss of Production is expensive

• Stealing Intellectual Property (IP)

• Terrorist Attacks on Critical National 
Infrastructure



Source: https://nvd.nist.gov/

We publish vulnerabilities



Cyber Security only costs money

“There is no Return-On-Investment …”



How much does it cost
NOT

to implement Cyber Security?



Defense in Depth

Segments – Firewalls – IDS – VPN



Defense in Depth



Deter-Deny-Detect-Delay-Defeat

Cyberwar: Protect using the 5 D’s from the military



Physical – Procedural - Network



Physical Security

Network Implants

Disgruntled Employees



Policies and Procedures

• Awareness

• Use of strong Passwords

• Least Privilege

• Separation / Segregation of Duties

• Temporary Devices
• USB

• Laptops



Network Security

• Network Segmentation

• Firewalls

• VPN

• Malware Prevention

• IDS – SIEM



Network Segmentation

• Zones and Conduits
• Separate Business vs Control

• Separate Safety

• Separate Wireless

• Separate Temporary Connected Devices

• Separate Untrusted Networks

• Multiple Segments per Zone

• Multiple Functionality per Zone
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Enterprise Zone

Data Collection Zone

Production Zone

Remote Access Zone
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Firewall

• Restricted Data Flow

• Rules
• MAC / IP Address / Range

• Port Number(s)

• Direction (In – Out)

• Stateful Inspection
• Sequence of the packets

• Protocol Inspection
• Deep Packet Inspection (DPI)

• Proxy Server



Virtual Private Network

• Using public telecom network
• The Internet

• POTS

• Secure – Private Connection

• Site to Site

• Remote Access Services (RAS) 



Malware – Antivirus

• Bad-listing
• Known bad programs (signatures).

• Known bad behavior.

• Long list, keeps growing.

• Good-listing
• Only good programs are allowed to start.

• Zero-day protection.

• Harder to install updates and new programs.

• Endpoint Protection / Endpoint Detection and Response (EDR)



IDS - SIEM

• Intrusion Detection Systems
• “If a firewall is the lock on the door, the IDS is the burglar alarm”

• Signature, Behavior, Anomaly

• Security Information Event Management
• Events and logfiles from:

• IDS

• Firewall

• Operating Systems

• Network Devices

• etc



Network Information Security Directive 2
NIS2

European Regulations 





Highlights 

• ENISA: European Union Agency for Cyber Security

• Create an overall higher level of cybersecurity in the EU

• Report incidents to Cyber Security Incident Response Teams (CSIRT)

• Cyber Risk-Management

• Fines up to € 10.000.000

• In the Netherlands
• NIB2: Netwerk en Informatie Beveiligingsrichtlijn
• WBNI: Wet Beveiliging Netwerk en Informatiesystemen
• RDI: Rijksinspectie Digitale Infrastructuur (https://rdi.nl)
• NCCA: National Cybersecurity Certification Authority (https://dutchncca.nl)

https://rdi.nl/
https://dutchncca.nl/


Sectors of High Criticality

• Energy
• Electricity

• District Heating and Cooling

• Oil, Gas, Hydrogen

• Transport
• Air, Rail, Water, Road

• Health

• Drinking Water

• Waste Water

• Digital Infrastructure

• ICT Service Management (B2B)

• Public Administration

• Banking

• Financial Market

• Space



Other Critical Sectors

• Postal and Courier Servcies

• Waste Management

• Manfacture and Distribution of 
Chemicals

• Production, processing and 
distribution of Food

• Digital Providers
• Online Marketplaces

• Search Engines

• Social Networking

• Manufacturing
• Medical Devices

• Computer, Electronic and Optical

• Electrical Equipment

• Machinery

• Motor Vehicles, (Semi) Trailers

• Other Transport Equipment

• Research



Mapping Baseline Security Measures



Mapping to Standards



ISA/IEC 62443

Cybersecurity for Industrial Automation and Control Systems



Security Program (SP)

Patch management in the 
IACS environment

ISA TR62443-2-3

Security program 
requirements for IACS 

asset owners

ISA 62443-2-1

IACS security program 
ratings

ISA 62443-2-2

Requirements for IACS 
service providers

ISA 62443-2-4

Concepts and models

ISA 62443-1-1

Security requirements and 
security levels

ISA 62443-3-3

Security risk assessment 
and system design

ISA 62443-3-2

Secure product 
development lifecycle 

requirements

ISA 62443-4-1

Technical security 
requirements for IACS 

components

ISA 62443-4-2



Independent of Plant Environment

Plant Environment

ISA-62443-2-1
4.2.3.1: Select Risk Assessment Methodology

ISA-62443-3-2
System Risk Assessment

ISA-62443-3-3
System Security Requirements

ISA-62443-4-2
Security Requirements for Components

Risk Assessment

System Architecture
Zones and Conduits

Target SL

Achieved SLs

System Requirements

Capability SLs

Component Requirements

Capability SLs



Contact Details

Willy Leuvering

WELP Software bv

PO Box 98

5480AB Schijndel

+31 655 166 126

Willy@welp.nl
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